Prepared by SA: Jorge A. Aliaga
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WHat do we investigate? /.

' National Security Priorities  Criminal Priorities

1. Terrorism 4. Public Corruption 7. White-Collar Crime
- International Terrarism - Government Fraud - Antitrust
- Domestic Terrorism - Election Fraud - Bankruptcy Fraud
- Weapons of Mass Destruction - Foreign Corrupt Practices - Corporate/Securities Fraud

. . N - Health Care Fraud
2. Counterintelligence 5. Civil Rights - Insurance Fraud
- Counterespionage - Hate Crime - Mass Marketing Fraud
- Counterproliferation - Human Trafficking - Money Laundering
- Economic Espionage - Color of Law - Mortgage Fraud

) - Freedom of Access to Clinics - More White-Collar Erauds

3. Cyber Crime '
- Computer Intrusions 6. Organized Crime 8. Violent Crime and Major Thefts
- Online Predators - Italian Mafia/LCM — Art Theft - Gangs

- Piracylintellectual Property Theft - Eurasian - Bank Robbery - Indian Country Crime
- Internet Fraud - Balkan - Cargo Theft - Jewelry and Gem Theft
- Identity Theft - Middle Eastern - Crimes Against Children - Retail Thett

- Asian - Cruise Ship Crime - Vehicle Theft

- African

- Sports Bribery
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- Election Fraud
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WHat do we investigate?

- Bankruptcy Fraud

- Corporat

- Health Care Fraud
surance Fraud

Warketing Fraud
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8. Violent Crime and Major Thefts

- Art Theft

- Bank Robbery
- Cargo Theft

- Crimes Against Children
- Cruise 3

hip Crime

- Gangs

- Indian Country Crime

- Jewelry and Gem Theft
- Retail Theft

-Yehicle Theft
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"""pu'ter-related Crimes

| Identity Theftl : ! .
: ! \ Transmitting Child
Pomography

Theft of Intellectual‘

Copying or Distribution

| C};berstalkingl
E— of Computer Programs

[ — Unauthorized Access o
: : Computer
] Computer Sabctage

| Computer Forger‘yl

| Bank Card Fraud

Creldlt Card Fraludl Any Com puter Crime

Types of computer-related crimes.

Percentages of surveyed prosecutor offices with at least one conviction.
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Criminal

= Financially Driven Intrusion

= Private Sector
B Identification Theft

Cyber Security Threat Landscape — Sophistication of Attacks
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VIOSt Recent Malware Threat
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Shamoon Virus
Comprised of four files SR e SN

*OrorororrororYoxrxTxxy
'FOFrOrorrorrroouarTiy

trksrv.exe  initial infe
Netint.exe nunicatic
Drdisk.sys

{5



"There are only two types of companies:
those that have been hacked,

and those that will be.”

Robert Mueller
FBI Director, 2012




Internet Crime C |

The IC3 was establis
between the FBI and

Crime Cente erve a
Internet rel. |
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http://www.ic3.org/

ACtions 1o Take When You Have
seen Victimized

Contact your local Fl
the following:
How access was gainé d
Evidence of physical da
Level of acces 1ined
Which prograr :
Which ope
Value of da
Point(s) of o1

~ DoNC
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gent from the FBI
o Squad Can Do?

Combine technical S

experience
Preserve evidence
[dentify avenues ¢
Provide local, :
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idt d Specia gent from the FBI
sOfIpPuter Crime Squad Cannot Do

Take over your syste

Provide information be

Share proprietary informat
Become invol /€ civil actior

May not keep
investigation

Provide inve
media
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What Gan You Do To Combat
Computer Crime?

Develop and implemen
procedures such as th
Audit features, antivirus ¢
Automatic intrusion detect
Complex and frequently chang
Warning banne networked «
Monitoring comg
Encryption f
Retain logs
Be careful wi
Attachments
Hyperlinks
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http://www.infragard.net/

\bout Internet Scams
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New E-Scams & Warnings i
Home « Scams & Safety - New E-Scams & Warnings

To report potential e-scams, please go the Internet Crime Complaint Center and file a report. Note:

the FBI does not send mass e-mails to private citizens about cyber scams, so if you received an e-mail r

that claims to be from the FBI Director or other top official, it is most likely a scam. b

Reporting E-Scams
File a complaint with the
FBI's Internet Crime:
Complaint Center or contact
, your local FBI office

If you receive unsolicited e-mail offers or spam, you can forward the messages to the Federal Trade
Commission at spam@uce.gov.

Below are some recent scams and warnings.

Situational Alert Regarding Charitable Contribution Schemes

08/26/11—In light of Hurricane Irene, the public is reminded to beware of fraudulent e-mails and
websites claiming to conduct charitable relief efforts. To learn more about avoiding online fraud, please
see "Tips on Avoiding Fraudulent Charitable Contribution Schemes” at:

hitp:iwww.ic3.govimedia/2011/110311.aspx. Fake FBI E-mails (- e SCAmM! i
Have you received an e-mail 7
Malicious Software Features Usama bin Laden Links to Ensnare Unsuspecting Computer Users from the FBI? It might '

be a fake. Details
The Internet Crime Complaint Center (IC3) urges computer users to not open unsolicited (spam) e- .

mails, including clicking links contained within those messages. Even ifthe sender is familiar, the
public should exercise due diligence. Computer owners must ensure they have up-to-date firewall and
anti-virus software running on their machines to detect and deflect malicious software.

The IC3 recommends the public do the following:

m Adjust the privacy settings on social networking sites you frequent to make it mare difficult for
people you know and do not know to post content to your page. Even a *friend” can unknowingly
pass on multimedia that's actually malicious software.

m Do not agree to download software to view videos. These applications can infect your computer.

n Read e-mails you receive carefully. Fraudulent messages often feature misspellings, poor
grammar, and nonstandard English.

m Report e-mails you receive that purport to be from the FBI. Criminals often use the FBI's name

and seal to add legitimacy to their fraudulent schemes. In fact, the FBI does not send unsolicited

e-mails to the public. Should you receive unsolicited messages that feature the FBI's name,
seal, or that reference a division or unit within the FBI or an individual employee, report it to the

Internet Crime Complaint Center at www.ic3.gov.

Internet Fraud Advice
Get tips, read viclim stories,

and test your fraud savvy

on LooksTooGoodToBeTrue.com.




Questions?
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