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The Federal Bureau of Investigation's San Juan Field Office operates from its Headquarters Office located in Hato Rey, Puerto Rico.  The 
San Juan Field Office covers 78 municipalities, and the US Virgin Islands. To effectively cover this territory, the San Juan Field Office has 
five Resident Agencies located in Aguadilla, Fajardo, Ponce, St. Thomas, and St. Croix. 

Federal Office Building
Suite 526

150 Carlos Chardon Ave.
Hato Rey, PR 00918

Telephone Number: (787) 754-6000
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The Cyber Division supports investigations dedicated      
to any of the following violations:

1. Cyber Terrorism
2. Cyber Threats to National Security
3. Computer Hacking
4. IPR Matters
5. Identity Theft
6. Internet Fraud
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 Identify and disrupt…

 the most significant individuals, groups and foreign 
powers conducting computer intrusions, the 
dissemination of malicious code, or other computer 
supported network operations. 

 operations targeting U.S. intellectual property. 
 the most significant perpetrators of Internet fraud.
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 FBI Cyber Priority 1:  Identify and 
disrupt individuals and foreign 
powers conducting intrusions
 Counterterrorism
 Jihad Forums
 Cyber Terrorism

 Counterintelligence
 Telecommunication Companies
 Universities / Government Agencies

 Criminal
 Banks
 Private Sector
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 WMD 
 Facebook / Twitter 
 Jihad Forums 
 Cyber “Dark” Net  / Black market 
 Cyber Terrorism  
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 ISP / Telecommunications Companies
 Government Agencies
 Universities

UNCLASSIFIED



 Financially Driven Intrusion
 Private Sector 
 Identification Theft
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 Virus
 Worms
 Botnets
 APT!!!!!
 Rootkits

 User
 Kernel
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 Shamoon Virus
 Comprised of four files

 trksrv.exe initial infection agent

 Netint.exe communication with remote host

 Drdisk.sys provides raw access to disk

 Dnslookup.exe wiper component 
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 Internet Crime Complaint Center
 The IC3 was established as a partnership 

between the FBI and the National White Collar 
Crime Center  to serve as a means to receive 
Internet related criminal complaints.

 Complaint is researched and referred to 
federal, state, local, or international law 
enforcement agencies. 

 Access IC3 at www.ic3.org
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http://www.ic3.org/


 Contact your local FBI Field Office and report 
the following:
 How access was gained
 Evidence of physical damage
 Level of access obtained
 Which programs/files were accessed
 Which operating systems were involved
 Value of data exploited
 Point(s) of origin, dates and times

 Do NOT contact the suspected perpetrator
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 Combine technical skills and investigative 
experience

 Preserve evidence
 Identify avenues of attack and attackers
 Provide local, national and global response
 Apply traditional investigative techniques
 Integrate law enforcement and national 

security concerns
 Develop pattern analysis
 Suggest mitigation
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 Take over your system
 Provide information beyond your need to know
 Share proprietary information with competitors
 Become involved in civil action
 May not keep you advised of status of 

investigation
 Provide investigation-related information to the 

media
 React with the speed you expect 
 Recover your data 
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 Develop and implement security policies and 
procedures such as the use of:
 Audit features, antivirus software, and  firewalls 
 Automatic intrusion detection software
 Complex and frequently changing passwords
 Warning banners on networked computers
 Monitoring computer access
 Encryption products
 Retain logs
 Be careful with opening your emails
 Attachments
 Hyperlinks

 Your safety begins with your awareness!!!!
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 A partnership between the FBI and the private 
sector

 An association of businesses, academic 
institutions, state and local law enforcement 
agencies, and other participants 

 It is dedicated to sharing information and 
intelligence to prevent hostile acts against the U. S.

 Chapters are geographically linked with FBI Field 
Office territories.

www.infragard.net
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FBI Laboratory, Quantico, VA
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